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INTRODUCTION

The COVID-19 pandemic drastically altered how we connect and work, with social distancing measures leading to a
surge in online activity [2]. This rapid shift forced many workers to adopt new communication tools and online platforms
[2]. Increased reliance on the internet, however, comes with inherent risks [3]. Financial institutions, which heavily
depend on technology for daily operations, require robust cybersecurity measures to protect against cyberattacks [3].
This paper explores the impact of COVID-19 on cybersecurity from a cybercrime perspective. It examines the rise of
various cyberattacks targeting financial institutions worldwide during the pandemic, comparing them to pre-pandemic
levels. By analyzing over 60 sources including research papers, government reports, and security company analyses, the
paper aims to provide a comprehensive understanding of cybersecurity threats during COVID-19. This includes not only
the specific tactics used by attackers but also the evolving knowledge base of both financial institutions and their
customers regarding cyber threats and security measures [4].

The COVID-19 pandemic wasn't just a health crisis; it was also accompanied by a surge in cybercrime. This "sca
pandemic"” saw a rise in various cyberattacks, with phishing scams being the most prevalent [6]. Hackers exploited
anxieties and uncertainties around COVID-19 to craft more convincing phishing attempts, attracting significant research
attention [7]. This new wave of research focused on analyzing the unique cybersecurity challenges brought on by the
pandemic, particularly for financial institutions. This paper builds upon existing research on COVID-19 related
cyberattacks in finance, but with a key distinction. While advancements in technology have transformed banking
processes in recent years, inherent vulnerabilities remain. Financial institutions rely on external platforms for digital
services, exposing them to external risks. Hackers, aware of these vulnerabilities, have become more sophisticated. To
counter this evolving threat landscape, banks need to continuously evaluate cyberattacks, adapt their security tactics,
and improve both their own and their customers' cybersecurity awareness [4].
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The pandemic provided a golden opportunity for financially motivated scammers to launch hacking sprees. These
attacks targeted various devices connected to the internet, including desktops, mobile phones, and others. Hackers aimed
to steal sensitive information like login credentials, financial data, and more. In some alarming instances, they even used
this stolen information to directly withdraw money from victims' accounts. Similar to the surge in bank loan scams,
many online purchasing scams thrived during lockdowns, with a focus on stealing personal and financial information.
With numerous stores forced to close, cybercriminals capitalized on the situation, leading to a reported 42% increase in
fraud cases compared to 2019. Some reports even mentioned SMS alerts from a specific bank, falsely advising customers
to reschedule a shipment delivery [8].

Phishing remains a prevalent method for infecting smartphones with malware. Hackers lure victims into clicking on
malicious links or opening emails disguised as legitimate sources or companies. During the widespread lockdowns
caused by COVID-19, attackers ramped up phishing campaigns, targeting a vast number of people. Phishing tactics
often involve fake websites designed to harvest user information. Increased reliance on online tools during the pandemic
made many people more susceptible to these phishing attempts. Statistics show that while the total number of phishing
emails sent in March 2020 was relatively low (less than 2% of all phishing emails), a significant portion (9,163)
specifically capitalized on COVID-19 themes [10].

Ransomware attacks, a form of cyber assault, lock companies out of their own IT infrastructure, including computers,
networks, and associated systems. Hackers then demand a ransom payment in exchange for regaining access to their
data and systems. In some cases, even if a ransom is paid, attackers may never restore access or may even sell the stolen
information to other cybercriminals or make it public. The shift to remote work during the pandemic created an ideal
environment for ransomware attacks to escalate.

Malware encompasses a broad category of malicious software designed to harm computers in various ways, such as
encrypting data, corrupting hardware, hindering software function, stealing data, or gaining unauthorized access. The
peak of the COVID-19 pandemic witnessed a significant rise in malware focused on data collection. Hackers
increasingly employed data-harvesting tools like spyware, banking Trojans, information stealers, and Remote Access
Trojans (RATS). These tools often use COVID-19 related content as bait to lure victims and infiltrate systems. Once
inside, attackers can steal information, initiate fraudulent online money transfers, build botnets (networks of hacked
devices), and more.

The global financial system faces an ever-growing threat landscape from cyberattacks. A prominent example occurred
in February 2017, where hackers attempted to steal a staggering $1 billion from the central bank of Bangladesh by
exploiting vulnerabilities in SWIFT, the primary electronic messaging system for international banking transactions.
While most of the attempted transfer was blocked, hackers still managed to steal $101 million. This incident served as
a wake-up call for the banking industry, highlighting the critical need to address systemic cyber risks that had been
previously underestimated. The compression of most cybersecurity crimes in the world is highlighted in Table 1.

Table 1 The Most Cybersecurity Crimes in The World

Authors Year Country Cybersecurity/ crimes
Cyber security in the EU 2020 Euro_pean Cyber War, Cyber espi(_)nage, Cybercrime, Phishing,
Union Online Fraud.
Computing, etal., 2015 India Phishing, cyber-attacks, Spam email, Fical fraud
Malik and Islam, 2019 Pakistan Cybercrimes, fraud
Smikle 2022 Jamaica e-fraud, identity theft, credit card forging, Phishing
Butler Bank of England 2017 UK Cybercrimes, extortion, blackmail, and fraud
SEC 2018 USA cyber-risk, cybercrimes, Phishing.

EU and Global Risks: In the European Union, a successful cyberattack on banks could trigger a financial crisis. The
European Central Bank warns that cyber incidents could be the catalyst for the next financial meltdown.

These attacks could disrupt critical financial systems, impacting everything from central bank operations to everyday
banking services [15].

Micro and Macroeconomic Consequences: Cyberattacks can have devastating consequences at both the individual
and institutional levels. On a microeconomic scale, attacks can lead to stolen funds, data breaches, and disruptions in
financial services. Macroeconomically, cybercrime can damage customer trust, lead to legal and regulatory issues, and
potentially destabilize entire financial systems [21].
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Global Examples: The problem of cybercrime in finance is not limited to a single region. India, for instance, has seen
a surge in cybercrimes targeting banks, resulting in both financial losses and data breaches for victims. Similarly, studies
in Pakistan highlight the negative impact of cybercrime on organizational performance within the banking sector [28].
The Caribbean and National Security: Jamaica is another country grappling with cybercrime's impact on its financial
sector. Cybersecurity vulnerabilities like phishing and denial-of-service attacks pose a significant threat to the country's
financial stability. The Jamaican government recognizes cybersecurity as a national security issue due to the potential
consequences for the financial system [28].

UK Financial System Risks: The Bank of England's 2018 Systemic Risk Survey identified cyberattacks as the second-
highest source of risk facing the UK financial system [15].

The financial sector faces a significant threat from cyberattacks, prompting regulatory bodies to take action. For
example, the Bank of England uses the CBEST test to assess the vulnerability of critical financial institutions, acting as
a macroprudential policy in response to the perceived systemic risk [5].

Cybercrime's impact is global, with estimates suggesting annual losses of $450 billion up to UK Finance. In the United
States, the Securities and Exchange Commission (SEC) has published guidelines for listed companies on disclosing
cyber risks to investors. Updated in 2018, these guidelines provide a framework for reporting cyberattacks and could
potentially address existing data gaps in this area. The International Telecommunication Union (ITU) offers a global
perspective on cybersecurity preparedness. Their Global Cybersecurity Index considers factors like legal frameworks,
technical capabilities, organizational preparedness, capacity building, and international cooperation [24]. Notably, the
index shows that almost every nation is represented, with higher ratings for countries that have been targeted by major
cyberattacks, such as those in the Baltic states and Bangladesh [5].

=
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Global Cyber Security Index

Figure 1. Cybersecurity around the world. Source: ITU (2017).

METHODS

This research utilizes a rapid systematic review methodology to analyze the impact of cybersecurity on financial
institutions, particularly in the wake of the COVID-19 pandemic. This approach aims to efficiently summarize existing
knowledge on the topic. The first stage involved a comprehensive literature search focused on articles published between
2018 and 2022. We included only English-language, full-text articles with abstracts, restricting the search to published
or in-press materials. Review articles were consulted to inform the research direction but excluded from the final
analysis. This initial phase established a foundation by defining key terms and exploring common cybercrimes affecting
financial institutions.

Following this, the review delved into the impact of COVID-19 on cybersecurity. By summarizing relevant literature
published between 2020 and 2022, we aimed to capture the unique challenges posed by the pandemic. Finally, the
research differentiates itself by specifically comparing how these cyber threats impact financial institutions, providing
focused insights into this critical sector.

Cybersecurity protects our systems, networks, software, and data from unauthorized access and attacks. The field is
constantly evolving due to the ever-changing nature of cyber threats. Understanding core concepts like attacks, threats,
vulnerabilities, and security measures is crucial for effective information security [16]. The COVID-19 pandemic
highlighted our dependence on information technology and the critical need for robust cybersecurity. It also created
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fertile ground for a surge in cybercrimes, jeopardizing both personal security and economic stability. Understanding
their mechanisms and impact is vital, especially considering the pandemic's disruption of daily routines [17].
Lockdowns across the globe forced people online, increasing reliance on digital services. This period saw a surge in
cyber threats targeting the financial sector [21]. Higher education institutions also embraced online learning platforms
like WebEXx, Zoom, and Google Classroom to facilitate remote learning [22]. Communication tools like social media
platforms further connected students, educators, and professionals during this shift. Zoom, for instance, experienced a
meteoric rise as video conferencing became essential for remote work. However, its rapid growth also exposed
vulnerabilities. With a 355% revenue rise between Q2 2019 and Q2 2020, Zoom faced security incidents like the leak
of over 500,000 user credentials on a dark web forum. These compromised credentials were likely used for credential
stuffing attacks, highlighting the importance of robust security measures [1]. The COVID-19 pandemic triggered a surge
in research on its multifaceted impact. This includes a wave of studies focusing on cybercrime, cyberattacks, and the
unique cybersecurity challenges that emerged during the pandemic. While some prior research existed, our work builds
upon these earlier efforts by offering a more nuanced analysis. To illustrate this distinction, we briefly review existing
studies and highlight the key differences from our current research. A table summarizing relevant past surveys
accompanies this review [19].

RESULT AND DISCUSSION

Work Survey Comparison

The COVID-19 pandemic created a prime opportunity for cybercriminals to target financial institutions. The average
cost of cybercrime in financial services is a staggering $5.85 million, making it one of the most expensive business
crimes [11-13]. This vulnerability was exacerbated by the shift to remote work, as many employees lacked secure home
networks. Common attack methods included distributed denial-of-service (DDoS) attacks,phishing emails, and malware
intrusions aimed at stealing bank credentials and accessing ATM transactions [1]. Increased reliance on online banking
by customers further amplified these risks [8]. Ransomware attacks also surged, with financial institutions becoming a
prime target due to their access to large sums of money [7]. The potential for disrupting critical banking services and
the perceived willingness of victims to pay ransoms made these institutions particularly attractive to attackers. Reports
suggest that over $5.2 billion in Bitcoin (BTC) transactions may be linked to ransomware payments by financial
institutions [12]. Recent examples highlight the evolving tactics of cybercriminals. In April 2022, a "Fake Calls" banking
trojan emerged, impersonating legitimate Korean banks through mobile app imitations and stealing victim information
[17]. Similarly, a data breach at the Indian loan app Cashman in April 2022 exposed sensitive customer data due to an
unsecured cloud storage bucket [18]. In March 2022, a cyberattack on the South African credit bureau TransUnion SA
compromised the personal information of millions of customers [13]. These incidents illustrate the continuous threats
faced by financial institutions and the evolving tactics used by cybercriminals.

Table 2. The Summary of The Existing Surveys.

. Relate/not
Study Year Cybersecurity relates Relate to Covid
Hijji & Alam 2021 Social engineering-based cyber-attacks During Covid
Lallie et al. 2021 Cyber-crime perspective During Covid
Valiyaveedu et al. 2021 Focuses on Web phishing attacks Not relate
He et al 2021 Highlighted the increase in cyberattacks (e.g., phishing During Covid
campaigns and ransomware attacks)
Basit et al. 2021 Applications of aruﬂmal;{rg;g:(l;gence to detect phishing Not relate
Salloum et al. 2021 Review natural Ianguage_prgcessmg_ techniques fordetecting Not relate
phishing emails
Alkhalil et al. 2021 Describes the complete process of a phishing attack. Not relate
Hakak et a 2020 Malicious cyber activities, focus on Phising During Covid
Korkmaz et al. 2020 Analyzes machine learning-based phishing detection systems. Not relate
Choudhary et al. 2022 Classified cyber-crimes committed during the pandemic During Covid
across the world.
. Covered the main types of cyber-attacks such as mobile app, . .
Alawida, M et al. 2022 Phishing, email attacks etc. During Covid
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The COVID-19 pandemic significantly heightened the risk of cybercrime for financial institutions, posing a threat to
global economic stability. Lockdowns and increased reliance on online services created fertile ground for cybercriminals
to exploit vulnerabilities.

Table 3 details specific cybercrimes that occurred during the peak of the pandemic. However, some concerning examples
highlight the evolving tactics used by attackers. In late 2021, researchers identified a new Android banking Trojan called
SharkBot. This malware can gain administrative privileges on a device, steal keystrokes, access mobile banking apps,
and even transfer funds. Similarly, a surge in phishing attacks targeting Chase Bank in 2021 utilized sophisticated
phishing kits designed to gather extensive user information. Data breaches also posed a significant threat. In January
2021, the Reserve Bank of New Zealand experienced unauthorized access to its data through a third-party file-sharing
service. Additionally, malicious Android applications targeting Brazilian banking systems emerged in September 2021,
with some even containing novel features designed to steal funds through the Pix payment system [25-27].

Botnet attacks targeting banking applications were also documented. In July 2021, researchers identified a botnet
campaign leveraging the Oscorp Android malware to steal user passwords from European banking applications [24].
This malware's ability to access confidential data and exfiltrate it back to a remote server further heightened the risk.
Large-scale credit card breaches were also reported during the pandemic. In March 2020, over 200,000 credit card
numbers from Southeast Asian banks were stolen and posted online. Ransomware attacks also targeted financial
institutions in the region, with a notable attack on AXA, a French insurance company, in May 2021. These examples
illustrate the evolving landscape of cyber threats faced by financial institutions and the critical need for robust
cybersecurity measures [19].

Table 3: Different Cyber Security Crimes Incident in Financial Institution during The Pandemic.

Oscorp malware returns as an Android botnet.
(Lakshmanan, R. (2021)

July 27, 2021

Germany, Turkey,
United States, Japan,
Italy,Australia, France
and India.

Event Date Target Incident
Fake calls banking Trojan April 11, 2022 South Korea Cyberzki)trt:;:;? , Data
CashMama data breach (Sharma, B.) April 06, 2022 India Data breach
Aon ransomware attack. Jenkinson, A. (2022). February 25, 2022 United States Ransomware
OCBC phishing scam Tham, D. (2022 December 23, 2021 Singapore Phishing
Banks targeted by SharkBot
banking Trojan Dorotik, L. (2021). October 2021 UK and Italy Malware
Chase Bank phishing attacks (Rane, S et al, 2022 | May to August, 2021 United States Phishing
Reserve Bank of New Zealand Data Breach Cyber attacks, Data
Davtyan, (2022). January 10, 2021 New Zealand breach
PixStealer targets Brazilian banking malware cvber
applications. September 29, 2021 Brazil attack. data l)alreach
Wernik & Melnykov, 2021 ’
Spain, Poland,

malware cyber
attacks

Southeast Asian Banks Credit Card Breach

March 06, 2020

Malaysia, Singapore,
Philippines, Vietnam,

Cyber Attack, Data

Philippines

(Sukumaran, T. (2020) Indonesia and breach
Thailand
Thailand, Malaysia,
AXA hit by ransomware Kim & Lee (2022) May 16, 2021 Hong Kong and the Ransomware

CONCLUSION

This systematic review examines the impact of COVID-19 on cybersecurity through the lens of cybercrime. Its focus is
on the rise of cyberattacks targeting financial institutions during the pandemic, compared to pre-pandemic levels. The
review analyzes existing research and reports on cybersecurity, synthesizes findings from recent studies, and compares
cyberattacks before and after COVID-19 to assess their impact. Our analysis reveals a significant increase — nearly
doubling — in the number of cybercrimes targeting financial institutions during the pandemic. Furthermore, the review
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identifies phishing attacks as the most prevalent form of cybercrime within this context. Analyzing the distinct
characteristics of phishing attacks within this context, compared to other cyberattacks, provides valuable insights for
developing targeted security strategies. These findings underscore the urgent need for robust cybersecurity measures
within the financial sector. By understanding the specific tactics favored by cybercriminals during the pandemic, such
as phishing, financial institutions can implement more effective prevention strategies. Additionally, fostering increased
awareness among employees and customers regarding these prevalent cyber threats can further bolster overall
cybersecurity posture.

This systematic review contributes to the ongoing dialogue on cybersecurity in the financial sector, particularly in the
face of evolving threats and vulnerabilities. The significantincrease in cyberattacks identified by this review necessitates
ongoing research and development of advanced security measures to protect financial institutions and their
customers.
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